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ABSTRACT 

Web application security is the major security concern for e-business and information sharing community. The use of 

e-business and information sharing community are exponentially increased and due to this cyber threats also increased. 

Traditional Virtual Intrusion Detection Systems (IDSs) work in isolation from access control for the application the systems 

aim to protect. The lack of coordination and inter-operation between these components prevents detecting sophisticated 

attacks and responding to ongoing attacks in real time, before they cause damage. Another disadvantage is a large number of 

false positives. Reports of attacks can trigger response actions (e.g., termination of the offending connections). Thus an 

inaccurate IDS decision may result in disruption of service to legitimate users. Therefore, successful intrusion detection 

requires accurate and efficient models for analyzing application, system and network audit data and real time response to the 

attacks.  

The underlying reasons why we might use Virtual Intrusion Detection Servers are relatively straightforward: We 

want to protect your data and systems integrity. The fact that one cannot always protect that data integrity from outside 

intruders in today's internet environment using mechanisms such as ordinary password and file security, leads to a range of 

issues. Adequate system security is of course the first step in ensuring data protection. For example, it is pointless to attach a 

system directly to the internet and hope that nobody breaks into it, if it has no administrator password! Similarly, it is 

important that the system prevents access to critical files or authentication databases. 

               Our approach is based on specifying security policies extended with the capability to identify intrusions and 

suspicious behavior at the application level and guiding the audit data collection, intrusion detection and response. To address 

the need for accurate and effective intrusion detection and response for security. A V-Intrusion Detection System (IDS) 

attempts to detect intrusion into a computer or network by observation or audit. 

            Virtual Intrusion Detection System includes psychometric test, log monitoring, and packet analysis to deny the access 

request to the intruder. In Virtual Intrusion Detection System log monitoring keeps the record of log in time; log out time, 

geographical location of the clients logging to the virtual web server. The system detects and responds to intrusions by 

comparing access request patterns against the security policies. 

Keywords: intrusion, intrusion detection system. 
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1. INTRODUCTION 

Web application security is the major security concern for e-business and information sharing community. Current 

research shows that more than 75% attacks are being deployed at application layer and that of 90% applications are vulnerable 

to these attacks. Nowadays it is very important to maintain a high level security to ensure safe and trusted communication of 

information between various organizations. Intrusion Detection Systems (IDSs) are one of the most useful tools to identifying 

malicious attempts over the network and protecting the systems without modifying the end-user software. 

Any attempt to compromise the integrity, confidentiality and availability of information and/or resources is called as 

“Intrusion”. Intrusion has two basic types can be Technical Intrusion and Non-Technical Intrusion. Technical Intrusions 

involves technical tools and expertise to perform the Intrusions. Non-Technical involves using any non-technical means to 

perform the intrusion. Intrusion detection is the act of detecting unwanted traffic on a network or a device. An IDS can be a 

piece of installed software or a physical appliance that monitors network traffic in order to detect unwanted activity and events 

such as illegal and malicious traffic, traffic that violates security policy, and traffic that violates. An IPS is a type of IDS that 

can prevent or stop unwanted traffic. The IPS usually logs such events and related information. 

Intrusions Detection can be classified into two main categories. They are as follow: 

HOST BASED INTRUSION DETECTION: 

HIDSs evaluate information found on a single or multiple host systems, including contents of operating systems, 

system and application files. A HIDS consists of an application, generally software, on a machine that is designed to 

inspect input actions that are internal to the machine like system calls, application and audit logs, file-system 

modifications, and other host activities and states.  

 NETWORK BASED INTRUSION DETECTION: 

NIDSs evaluate information captured from network communications, analyzing the stream of packets which travel 

across the network .A network-based intrusion detection system may take the form of an independent network appliance or 

device tapped into the network with associated processing capabilities. It monitors network activity, and therefore, its input is 

solely in the form of the traffic on the network.  

OBJECTIVE:    The objectives of Virtual Intrusion detection System are: 

• Security: Clients who have registered to this site will be authenticated first. 

• User-friendly: This portal will be very easy to use for everyone. Every user will be able view their respective 

records easily. Clients can easily complaint to the head with respect to this service. Both admin and client can 

view updated status of their work. 

• Interaction: This portal will provide direct interaction between client and other client through mails. They can 

also interact with the administrator through mails and vice versa. 

• Cost Effective: As far as cost effectiveness is concerned, authenticated client and staff will be able register them 

on this portal free of cost. 

• Rating: Rating will be given to each Client’s complaint by the administrator, which will help in giving 

implementation to the complaints in the form of solutions. 
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• Virtual Intrusion Detection system will give access to authenticated users only.Fake users will not be able to 

login. So the proposed system finds the real user and allows them to access the main server.  

2. LITERATURE SURVEY 

2.1 BACKGROUND STUDY 

The field of intrusion detection and network security has been around since late 1980sThere are many IDSs currently 

available, ranging from commercial products to unprofitable ones. Some of them are:- 

2.2.1 GENETIC ALGORITHMS 

Genetic algorithms were originally introduced in the field of computational biology. Since then, they have been 

applied in various fields with promising results.  

2.2.2 DATA MINING ALGORITHMS 

Data mining approaches for intrusion detection include association rules and frequent episodes, which are based on 

building classifiers by discovering relevant patterns of program and user behavior. Association rules and frequent 

episodes are used to learn the record patterns that describe user behavior.  

2.2.3 CLUSTERING ALGORITHMS  

Data clustering methods such as the k-means and the fuzzy c-means have also been applied extensively for intrusion 

detection.  

2.2.4 NAIVE BAYES  

Naive Bayes classifiers have also been used for intrusion detection [7]. However, they make strict independence 

assumption between the features in an observation resulting in lower attack detection accuracy when the features are 

correlated, which is often the case for intrusion detection. 

2.2.5 DECISION TREE  

Decision trees have also been used for intrusion detection [9]. The decision trees select the best features for each 

decision node during the construction of the tree based on some well-defined criteria.  

 

3. DESIGN 
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Figure 3.1 Architecture of Virtual web server 

This figure shows the architecture of virtual web server. There are three types of users: Internal User, External User and 

Admin. 

 

 

 

 

 

 

 

 

Figure3.2 Description of Database 

Storage 

 

The above figure describes the data 

storage V-Intruder. The company feeds the 

questions which are stored in database .When the Candidate appears for the test the questions are 

retrieved from the same database. Admin is central controlling system. 
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Figure3.3 Architecture of Virtual Intrusion Detection System 

The above figure describes the overall architecture of the software. It shows that there will be n no. of clients trying to access 

the main server. These clients will be diverted to Virtual Intrusion Detection System which consists of Psychometric test, Data 

Analyzer and Log monitoring.                                           

4. IMPLEMENTATION 

The Virtual Intrusion Detection System is divided into various modules such as Log monitoring, Psychometric test 

and Data Analyzer. 

 Log monitoring keeps the record of log in time, log out time. It monitors log files. It saves errors, problems and 

information about constantly for analysis. System administrator and operations set up monitors on the generated logs. 

The log monitors scan the log files and search for known text patterns and rules that indicate on important events. An 

event is detected, the monitoring system will send alert to system. 

Raw input data is given as input to this Analyzer which analyzes the user input for suspected malicious contents 

based on information stored in the knowledge base.  

 

Psychometric test is taken when the client’s activities are suspicious  . After login into the system the user has to go 

through psychometric test for any transaction. Test will include some personal questions that are only known to the 

real users. If test is cleared by user, the control will get transferred to the transaction. There are two kinds of users : 

• Admin 

• Client 

Admin views the result of the clients. Clients are the users appearing for psychometric test. The questions for this 

will be fed by the client at the time of registration along with their answers. If the user gives correct answers then client may 

proceed further otherwise user will not be able to proceed. 

Encrypted password is stored in the database at the time of registration.  

 

CONCLUSION 

Conventional security tools, such as firewalls, intrusion detection systems, and access controls, do not address the 

issue of application vulnerabilities. These mechanisms work in isolation from each other and from application they aim to 

protect. In addition, the mechanisms have separate, non-coordinated policy management. 

To address the need for accurate and effective intrusion detection system we have developed Virtual Intrusion 

Detection System. Our main aim is to specify security policies extended with the capability to identify intrusions and 

suspicious behavior at the application level. We have critically studied the existing techniques and figured out that, a semantic 

based intrusion detection system capable of making intelligent decision based on the context of the target domain is required. 

It contains the knowledge of the attacks, the protocol, the data and the target application that would enhance detection 

capability as well as result in efficient working of intrusion detection system. 
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